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Dear Leslie:
This note follows up our conversation on Friday afternoon the 24th, where we briefly discussed your article about “Code Red”. In particular, we considered the questions:

· Who is responsible for the Code Red attacks being “successful”?

· What is the root cause of Code Red?

·  How can we prevent such problems in the future?

The responsibility for the fact that the attack was successful falls on two organizations: First, the organization (Microsoft and Cisco in this case) that produced the software (IIS/modem) in a way that guarantees susceptibility to such attacks; Second, and to a lesser degree, the buyer of the software (Qwest), who purchased software without requiring evidence of its reliability.  I note that most software vendors use tools/languages/methods that are guaranteed to allow problems. Vendors also refuse to provide reliability data to their customers, thus forcing the customers to guess rather than making good decisions.

The root cause, which allowed the success of the attack, was a bounded string overflow during character translation, as described in http://www.eeye.com/html/Research/Advisories/AD20010618.html. Such problems are very likely in any program written in a programming language that uses an incomplete definition of bounded strings. This is true for all “C” programs.  Objects such as strings can appear in three forms: fixed (such as the 3-characters for a month abbreviation such as “Mar”), bounded (such as the 9-characters for a fully spelled out month name such as “July”, where 9 places are reserved, but only 4 are used), and unbounded (such as a newspaper like the Pioneer Press). These forms, which are described in data structures textbooks, are taught in undergraduate computing programs. Such should be part of any trained software engineer’s repertoire. 

We can prevent such future problems only by using well-designed, complete, languages where the definition of bounded string is complete and correct. The effort required for manual review of all potential problem areas is too great. Unfortunately, the C language does not keep track of the bounded size of strings, leaving it entirely up to the programmer.  Even worse, the C standard libraries and vendor-supplied components are written in a style that uses the deficient form, thereby preventing programmers with good intentions from writing reliable software, since they are effectively forced to use unreliable components.  We know how to solve these problems. In http://www.tcsigada.org/whyada/steelman.htm, a document written and reviewed worldwide in 1976, a large number of features needed to do good software engineering were enumerated.  Bounded strings are but one of many items missing from C (scored 53%), C++(68%), and Java (72%).  Industries where reliability is important, such as avionics and to a lesser extent, medical, are aware of the issues and tend to use Ada, which scores 95% (nothing is perfect). 

I look forward to our continued discussion about how software failures are directly due to use of unreliable tools and methods by the vast majority of organizations that produce software. I can provide parallels for readers, such a building construction, that I hope can lead to a follow-up article providing understanding to your readership. I will call you Monday or Tuesday.

Sincerely,
Dr. Paul D. Stachour, ACM (http://www.acm.org/) Member #1136514

Adjunct, Graduate Programs in Software, University of St. Thomas.



